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Abstract: To address the problem of huge number of signaling requests when large-scale devices request authentication
in NB-IoT network, a low-cost group identity security authentication protocol based on Schnorr aggregate signature and
Chinese reminder theorem was proposed. The protocol enabled the server to perform one-time authentication of the de-
vice group with a size-fixed group authentication request, which effectively reduced the bandwidth consumption of the
authentication request. The protocol used a session key distribution mechanism based on the Chinese remaining theorem,
allowing the server to complete the distribution of keys for each device in the group by size-fixed message. The results of
security verification and the performance analysis show that the proposed protocol has reliable safety and superior per-
formance in terms of transmission load and bandwidth consumption.
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s gbt, wE 2 s, WE 2 hafblEH, &4
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7 Scyther results : verify X
Claim Status Comments

Protocol  UED Protocol UE1 Nisynch 0k No attacks within bounds.

Protocol UEi2 Niagree 0k No attacks within bounds.

Protocol UEi3 Alive ok No attacks within bounds.

Protocol,UEi4 Weakagree ok No attacks within bounds.

Protocel UEi5 Secret ri Ok No attacks within bounds.

Protocol UEi6 SKR ki 0k No attacks within bounds.

Leader Protocolleader]  Nisynch ok No attacks within bounds.

ProtocolLeader2  Niagree 0k No attacks within bounds.

Protocol Leader3  Alive 0k No attacks within bounds.

ProtocolLeaderd  Weakagree ok No attacks within bounds.

Server  ProtocolServerl  Nisynch ok No attacks within bounds.
ProtocolServer2  Niagree 0k No attacks within bounds.
ProtocolServerd  Alive 0k No attacks within bounds.

ProtocolServerd  Weakagree ok No attacks within bounds.

ProtocolServers  SKR ki 0k No attacks within bounds.

K2 Scyther THIJIER L2404 R
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